NHOOPMALIMOHHAS ITAMATKA
A1 OBYUYAIOIIUXCA IJIA PASMEINEHUA
HA OONIUAJBHBIX UHTEPHET-PECYPCAX

C KaXXJbIM TOIOM MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & MIKOJIBHUKH OJHU U3 CAMBIX aKTUBHBIX
nojp3oBaTeneil Pynera. Mexay TeM, MIOMHMO OTPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U

npobieMbl. DTa MmaMsATKa JI0JKHA TOMOYb Tebe 6e30IacHO HaXOUThCS B CETH.

KomnbloTepHbie BUPYCHI

KoMmnbroTepHblii BUpYC - 3TO Pa3HOBUIAHOCTh KOMITBIOTEPHBIX NMPOTPaMM, OTIMYUTENbHOH OCOOEHHOCTHIO
KOTOPOH SIBJISETCSI CHOCOOHOCTH K Pa3MHOXEHHIO. B omonmenune kK 3ToMy, BUPYCHI MOTYT TOBPEIUTD HIIN
MOJTHOCTBIO YHUUTOXKHUTH BCe (haiiibl U JaHHbIE, TOAKOHTPONIbHBIE OIb30BATENI0, OT UMEHU KOTOPOT0 ObLIa
3alylleHa 3apakeHHas IporpamMmma, a Takoke MOBPEIUTh WIM JaXe YHUUTOKUTh ONEPallMOHHYIO CUCTEMY
co BceMu (haifiTaMu B I1eJIOM. B OOJBIIMHCTBE CilyyaeB pacIpOCTPAHSIOTCS BUPYCHI UePe3 HHTEPHET.
MeTo/bI 3aIIUTHI OT BPEIOHOCHBIX IPOrpPaMM:

1. Hcnonb3yil cOBpeMEHHbBIE OIEPALUOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HbIH YpPOBEHb 3allUThl OT
BPEOHOCHBIX IIPOTPaMM;

2. [locTossHHO ycTaHaBNIMBai mauT (MU(GPOBBIC 3aILTATKH, KOTOPHIC aBTOMATHYECKH YCTAaHABIMBAIOTCS C
[IeIbI0 JIOPa0OTKH MPOrpaMMbl) M JAPYrHe OOHOBJICHWS CBOSH ONepalMoHHOW cucTeMbl. CkaunBail MX
TOJIBKO C oduimansHOro caiita paspaborunka OC. Ecam cymiecTByeT pEXHUM aBTOMATHUECKOTO
OOHOBJICHUS, BKIIOYH €T0;

3. PaboTaii Ha CBOEM KOMITBIOTEpE TIOA MPaBaMH IOIH30BATEN, a HE aAIMUHUCTPATOpa. DTO HE TO3BOIUT
OOJIBIIMHCTBY BPEIOHOCHBIX IPOrPaMM MHCTANIMPOBAThCSA Ha TBOEM MIEPCOHAIILHOM KOMIIBIOTEPE;

4. Ucnonp3yil aHTUBUPYCHBIE IPOTPaMMHBIE NTPOLYKTHl U3BECTHBIX MIPOU3BOAUTENEH, C aBTOMAaTHUYECKUM
o0HOBIIEHHEM 0a3;

5. Orpanuub (U3HYECKUil TOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIHIL;

6. Vcnomnp3yit BHEITHIE HOCUTENH HH(OPMAIINH, TaKue Kak (ienka, TUCK Wi (aiis n3 mHTepHeTa, TOIBKO
13 TPOBEPECHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIC (haiiibl, MONyUYEHHBIC M3 HEHAICKHBIX MCTOYHHKOB. Jlaxke Te (aiisl,

KOTOpBIE TIPHCIIAll TBOW 3HAKOMBIH. JlydIlle yTOYHN Y HETo, OTIPABIUI I OH TeOe uX.

Ceru WI-FI

Wi-Fi - aT0 He BuJ Iepeiayn HaHHBIX, HE TEXHOJOTHUS, a BCEro JIMIIb OpeH, Mapka. Eme B 1991 romy
HUJEpJIaHICKas KoMmmaHus 3apeructpupoBana Openn "WECA", 4ro 0003Ha4aao CIOBOCOYCTAHUE
"Wireless Fidelity", koTopsiii mepeBoanuTCs Kak "OecIpoBOHAS TOUHOCTB'.

Jo Hamiero BpeMeHH Jouuia apyras abOpeBuaTypa, KOTOpas SIBJISETCA TakOW K€ TEXHOJOTHeH. DTo
ab6peBuarypa "Wi-Fi". Takoe Ha3BaHHe OBLTO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH 3BYKOBOW TEXHHUKU
Hi-Fi, ato B mepeBosie 03Ha4YaeT "BHICOKAS TOUHOCTH'.

Ha, OGecrmaTHBIN HHTEPHET-IOCTYI B Kade, OTeNIX W adporopTax SBISETCS OTIMYHONH BO3MOXKHOCTBIO
BBIXOJIa B MHTEpHET. Ho MHOrHMe 3KcmepThl CUMTAIOT, 4yTo obmenoctynmabie Wi-Fi cetn He sBIstoTCS
0e30MacHbBIMH.

CoBeTsl 110 6€301MacHOCTH paboThl B 00IIeA0CTYTHEIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JIMYHYI HH(pOpManuio 4depe3 odmienoctymable Wi-Fi cetu. Paboras B Hux,

JKCJIATCJIbHO HE BBOAUTD IMAPOJIM JOCTYIIA, TIOTHUHBI U KAKUC-TO HOMEPA,



2. Wcnons3yii n 00HOBIAN aHTUBUPYCHBIC IPOrPaMMBI U OpanaMayep. TeM caMbIM ThI 00e30MacuIlb ceost
OT 3aKauKd BUPycCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkmroun gynknuto "OOmmii noctyn k Qaiinam u npuntepam". JlanHas
(yHKIMS 3aKpbiTa MO YMOJYaHHUIO, OJHAKO HEKOTOPBIE MOJIb30BATENIM aKTHBUPYIOT €€ Uil yJoOcTBa
HCHOJIB30BaHUs B paboTe mim ydeoe;

4. He ucnonw3yii myosmmuneiii WI-FI ais nepenadu TMYHBIX JAHHBIX, HATPUMED JJIS BEIXOJIA B COLMANIBHEIC
CETH WJIM B DJIEKTPOHHYIO MOUTY;

5. Ucmonp3y#t Tosibko 3amuiineHHoe coenuHenue yepe3 HTTPS, a ue HTTP, T.e. mpu HaGope BeO-aapeca
BBOAM UMeHHO "https://";

6. B moOunsHoM Tenedone otkmoun ¢pynkimio "Tloakmouenue k Wi-Fi aBromatuuecku". He nomyckaii

ABTOMATHUYECKOTO IMOAKIIIOYCHHS yeTpolicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusl.

CounajbHble CeTH

ConnanbHble CETH aKTUBHO BXOJAT B HAIIy KHU3Hb, MHOTHE JIIOAU paOOTAIOT U KUBYT TaM MOCTOSHHO, a B
Facebook yke 3apeructpupoBaH MIIDIMAP] YENOBEK, YTO SBISIETCS ONHOW CEABMON BCEX IKHUTEICH
IUTIaHEeThl. MHOTrHE I0Jb30BaTE)IM HE IIOHHUMAIOT, 4YTO I/IH(I)OpMaL[I/IH, pasMeuIiCHHasd UMU B COLIMAJIBHBIX
CEeTSX, MOXET OBITh HailieHa M KCIOJb30BaHAa KeM YTOJHO, B TOM YHUCJE He 00s3aTeNbHO ¢ OJaruMu
HaMCPCHUSIMH.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COIMABHBIX CETSIX:

1. Orpanuub ciucok Apy3ed. Y Tebs B Apy3bsaX HE JOIDKHO OBITh Cy4ailHBIX M HE3HAKOMBIX JIIOJEH;

2. 3amuinail cBor YacTHYO XKU3Hb. He ykasbiBail maposn, TenedoHsl, agpeca, 1aTy TBOETO POXKICHHS U
JPYTYIO TUYHYI0 HHGOpMAaIio. 3MOyMBIIUIEHHUKH MOTYT MCIIOJIb30BaTh JIaXke MH(POPMAIIUIO O TOM, KaK
THI ¥ TBOH POIUTENHN TUIAHUPYETE IPOBECTH KAHUKYIIBL;

3. 3amuiait CBOIO PEIyTaInIo - ISP €€ B YMCTOTE | 3aJlaBaii cede BOIPOC: XOTeN OBl ThI, YTOOBI IpYTHE
M0JIB30BATENIM BUACTH, YTO ThI 3arpyxaeub? [lomymai, mpexxae yeM 4To-TO OmyONHKOBaTh, HAIKCATh U
3arpy3urh;

4. Ecnu ThI TOBOPHILIB C JIIOJIBMU, KOTOPBIX HE 3HACIIIb, HE HCIIO0NIB3YH CBOE peajbHOE UMSI M APYTYIO JINYHYIO
“H(OpMAIK: UMSI, MECTO KHUTEIBCTBA, MECTO Y4eOBI U Mpovee;

5. N36erait pasmenienus gotorpaduii B IHTepHETE, TIe TH H300pa)XKeH Ha MECTHOCTH, TI0 KOTOPOH MOYKHO
OTPEAETUTh TBOE MECTOTIOJIOKEHHUE;

6. IIpu peructpanuu B COUUAIBHON CETH HEOOXOJMMO UCIIOIB30BATh CII0XKHBIE TAPOJIH, COCTOSIIIUE U3 OYKB
1 P U C KOJIMIESCTBOM 3HAKOB HE MeHee §;

7. 175 conManbHOM CETH, MOYTHI M PYTUX CAMTOB HEOOXOAUMO UCIIONB30BaTh pa3HbIe Mapoin. Toraa ecim

TeOs B3JIOMAOT, TO 3JIOYMBIIINICHHUKHA MTOJYYaT JOCTYII TOJIBKO K OJHOMY MECTY, 4 HC BO BCC Cpa3jy.

DJIeKTPOHHBIE IEHbT U

OJEeKTPOHHBIC ICHBIH - 3TO 0UCHb YIOOHBIH c110c00 ITaTeKeH, OTHAKO CYIIECTBYIOT MOIICHHHUKH, KOTOPBIC
XOTAT IOJIy4UTh 3TU JACHBIH.

DOJEeKTPOHHBIE AEHBIU MOSIBUINCH COBCEM HEAABHO M UMEHHO M3-3a 3TOT0 BO MHOTUX TOCYAApCTBAX JI0 CHX
IIOp HE IIPOIIMCAHO NP0 HUX B 3aKOHAX.

B Poccuu xe oHU (DYHKIMOHUPYIOT U O HUX YK€ IMPOMUCAHO B 3aKOHE, IZIe UX Pa3AeisiOT HAa HECKONBKO
BHJIOB - aHOHMMHBIEC U HE AHOHMMHBIE. Pa3HHIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX Pa3peniaeTcs
OPOBOAUTH omepanuyd 0e3 HIACHTH(UKAIMKM I0Ib30BaTeNs, a B HEAHOHHMHBIX HJCHTU(HUKALIUSI

IOJIL30BATENS SBJISETCS 00sS3aTENLHOM.



Tarke ciemyer pasnuvaTh SJEKTPOHHBIC (UaTHBIE JEHBIUW (PaBHBI TOCYJApPCTBEHHBIM BANIOTaM) U
3JIEKTPOHHBIE He(UaTHbIE JeHbIH (HE paBHBI TOCYJAPCTBEHHBIM BaJIOTaM).

OCHOBHBIE COBETHI 110 0€30MaCHOM PadOTe ¢ IEKTPOHHBIMHU ICHBTaMHU:

1. ITpuBsixu K c4eTy MOOMIIBHBIH TenedoH. DTo camblil yIOOHBIH U OBICTPHIH CITOCOO BOCCTAHOBUTH JOCTYI
K cyety. [IpuBs3aHHBIN TeaedOH MOMOXKET, eCM 3a0yAeh CBOU TIATS)KHBIN ITapOJIb WK 3aiICIIb Ha CAHT
C HE3HAKOMOTO yCTPOWCTBRA;

2. Ucnone3yii ogHopaszossle naponu. [loce mepexona Ha yCHIICHHYIO aBTOpH3aLUIO Tebe yxe He OyneT
YIpoXKaTh OMACHOCTh KPa)ku WJIM IepexBaTa IJIaTeKHOTO HapoJis;

3. BeiOepu crnoxxHbIi Mapoib. [IpecTynHukam OyJeT He MPOCTO yraiaTh CIOXKHBIN maponb. HanexHbie
MapoJId - 3TO NAPOJIH, KOTOPBIE COJAEPKAT HE MEHEE § 3HAKOB U BKIIOYAIOT B ¢e€0sl CTPOUHBIEC U IPONHUCHBIE
OyKBBI, IU(PEI ¥ HECKOIBKO CHMBOJIOB, TaKWE KaK 3HAK JIoJuiapa, (pyHTa, BOCKIMIATEIBHEIA 3HAK U T.II.
Hamnpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JaHHBIC Ha CaﬁTaX, KOTOPBIM HE JOBEPACIIDb.

DJIEKTPOHHAasI OYTA

ONEKTpOHHAsI 10YTa - 3TO TEXHOJIOTUSA U IPEJOCTaBIIAEMBIE €10 YCIYTd IO IEPEChUIKE U IMOIYy4EHUIO
3JIEKTPOHHBIX COOOIIEHUH, KOTOpbIe PacHpenessioTcsl B KOMIbIOTEpHOH ceTH. OOBIMHO 3JIEKTPOHHBIHN
MTOYTOBBIM SIIMK BBITJLITUT CIEAYIOIINM O0Opa3oM: HMs_IOJB30BaTeISI(@UMs_JOMeHa. Takke Kpome
nepeaadn MpoCcToro TeKCTa, UIMEETCs] BO3MOXKHOCTE TIepeaBaTh (aitibl.

OCHOBHBIE COBETHI 110 0€30MaCHOM paboTe C NEKTPOHHOHN MOYTOM:

1. Hamo BBIOpaTh MpaBUIIBHBIA NOYTOBBIA cepBHC. B WMHTEepHETEe eCcTh OrpOMHBIA BHIOOp OCCIIATHBIX
MOYTOBBIX CEPBUCOB, OJHAKO JYUIIIE IOBEPSTh TEM, KOTO 3HAEIIb U KTO NIEPBBIA B pEUTHUHTE;

2. He ykaseBali B JHMYHOM TmouYTe JHYHYI0 wWHpOpManuio. Hampumep, iny4me BBIOpaTh
"My3bIKIBHBIN (haHaT@" min "pokx2013" BMecTo "Temal3";

3. Ucnonp3yii ABYXdTamHyI0 aBTOPH3alMI0. JTO KOTJa I[OMHMO [apojii HYXHO BBOIMTH KO,
TpUCHUTAaeMBbIiA o SMS;

4. Beibepu clo)KHBIN Mapostb. I KaX10T0 MOYTOBOTO SIIHKA JOJDKEH OBITh CBOM HAJIC)KHBIN, YCTOWYNBBINA
K B3JIOMY NIapoOJib;

5. Eciii ecTh BO3MOXKHOCTBh HAIMCATh CaMOMY CBOM JIMYHBIA BOIIPOC, UCIOJIB3YH 3TY BO3MOXHOCTB;

6. Mcnonb3yil HECKOJIBKO IOYTOBBIX AMIMKOB. IIepBblil U1 4acTHOM NEPENUCKU C apecaTaMy, KOTOPBIM
TBI JIOBEpsielllb. DTO 3JIEKTPOHHBIHN aJpec He HaJ0 UCIIOIB30BaTh MIPU PErucTpaluy Ha Gpopymax u caifTax;
7. He oTkpbIBail (aiiipl v Apyrue BIOKEHH B IMChbMaX, JaXKe eCIIM OHH IPUIILTH OT TBOHMX Jpy3ei. Jlyudrre
YTOUHH Y HUX, OTIIPABIISIM JIX OHU TeOe 3TH (ailsl;

8. ITocne oxkoHYaHMs paOOTHI Ha TIOYTOBOM CEpBHCE MEpe]l 3aKPBITUEM BKIIAJKH C CATOM He 3a0yAb HaXKaTh

Ha "Boiitu".

Ku6epOy1jmHr Wi BUPTYaJIbHOE U3/1€BaTeIHLCTBO

KubepOyiumHr - npecienoBaHue COOOIIEHUAMH, COJEPIKAIIMMU OCKOPOJIEHHS, arpeccHIo, 3aITyTHBaHNUE;
XyJIHT'aHCTBO; COLMATIBHOE OOHKOTHPOBAHHUE C IIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 0OpBOE ¢ KHOEPOYIIIHHIOM:

1. He Gpocaiics B 60#. Jlydmmii cmoco0: MOcOBETOBAaThCS KaK ce0s BECTH U, €CIIH HET TOT0, K KOMY MOKHO
00paTHTHCS, TO BHAYAJIC YCIOKOUThCS. ECIM ThI HauHEIb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO
TOJIBKO €l1le 0O0JIbIIC PA303CKEIIh KOH(BIIHUKT;

2. YopaBisil cBoelt KubeppenyTaiuen;



3. AHOHUMHOCTD B ceTd MHUMas. CyIIECTBYIOT CITIOCOOBI BESICHUTE, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;
4. He cTouT BecTH XyIUraHckuili o0pa3 BUpTyanbHOU xHU3HU. HTEpHET uKcupyeT Bce TBOU ACHCTBUS U
COXpaHSeT UX. Y JaIuTh UX OyAeT KpaiHe 3aTpyIHUTEIBHO;

5. Cobmrozaii CBOIO BUPTYaIbHYIO YECTh CMOJIOJY;

6. Urnopupyii eanHW4HBIH HeraTnB. OXHOPA30BbIe OCKOPOHUTENBHBIE COOOIICHHNS JIydIlle HTHOPHPOBATH.
OOBIYHO arpeccus MpeKpaInacTcs Ha Ha4aaIbHOH CTa I,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHM COOOILEHMSMH, B COLMAIBHBIX CETSIX €CTh
BO3MOKHOCTB OJIOKHPOBKH OTIIPABKH COOOIIEHHUIT ¢ ONpeJeIeHHBIX aIpecoB;

8. Eciu ThI cBUzeTens kuOepOyimHra. TBou NEHCTBUS: BBICTYHHTH IMPOTUB IPECICOBATENs, IOKA3aTh
€My, UTO €ro AeiiCTBUS OLICHUBAOTCS HETATUBHO, MOJEPKATh JKEPTBY, KOTOPOIl Hy>KHA IICUXONOrU4ecKast

TTOMOIIb, COOOIITUTE B3POCIBIM O (haKTe arpecCHBHOTO MOBEICHUS B CETH.

MoOunbHbIN Teaedon

CoBpeMeHHbIe cCMapT(OHBI U IUIAHIIETH COEPIKAT B ceOe BIOJIHE B3POCIbIA (PYHKIIMOHAN, U TENeph OHU
MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMH KOMITbIoTepamu. OIHAKO, CPEICTB 3aIIUTHI U MOJOOHBIX
YCTpOﬁCTB IIOKa OYCHb MaAJIo. TCCTI/IpOBaHI/Ie " IIOUCK yﬂ3BHMOCTCI71 B HUX ITPOUCXOOUT HE TaK HHTCHCUBHO,
kak s 1K, To sxe camoe kacaeTcst 1 MOOHITBHBIX MPHIIOKCHHUH.

CoBpeMeHHBIE MOOMIBHBIC Opay3ephl YK€ IPAaKTHUYEeCKH IOTHAIM HACTOJBHBIC AaHAJIOTH, OJHAKO
pacumpenue (GyHKIMOHATA BICYET 32 CO00H OONBIIYIO CIOKHOCTh M MEHBIIYIO 3alIUIICHHOCTD.

Janexo He BCe MPOM3BOJUTEIN BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTHUCCKHUE YSI3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI [ 0€30MacHOCTH MOOUIIBHOTO Tele(oHa:

Hudero He siBisieTcst mo-HacTosmeMy O€CIUIaTHBIM. Byab ocTopokeH, Beap Korma Tebe Ipemiararor
OecIuTaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIATHBIC YCIYTH;

Hywmaii, mpexxae ueM oTmnpaButh SMS, ¢oto mmu Buaeo. Thl TOYHO 3HACIIB, INie OHH OYAyT B KOHCUYHOM
urore?

Heo0xoauMo 0OHOBIISTH OTNIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonp3yit aHTUBUPYCHBIE POTPAMMBI JJ1s1 MOOWIIBHBIX TelIe(OHOB;

He 3arpykaif mpmimoXeHHs OT HEW3BECTHOI'O HMCTOYHHKA, BEAb OHH MOTYT COICP)KaTh BPEIOHOCHOE
IporpaMMHOE o0OecIiedeHHeE;

[ocne TOro Kak ThI BBIAACIIB C CaliTa, TJe BBOIIII JIMYHYIO HH(POPMAIIUIO, 3aiI1 B HACTPOWKH Opay3epa u
ynanu cookies;

Ilepuoauuecku nposepsiil, Kakue IUIaTHBIE YCIyIU aKTUBUPOBAHbI HA TBOEM HOMEDE;

Hasaii cBoit HOMEp MOOHIBHOTO TeJe(OHa TONBKO JIFOIIM, KOTOPBIX THI 3HACIIH U KOMY JOBEPSICIIb;

Bluetooth nomken ObITH BRIKITIOUCH, KOT/IA THI UM HE TONb3yelbesi. He 3a0bBail mHOT A IPOBEPATH 3TO.

Online urpoi

CoBpeMeHHbIe OHJIAHH-UTPBI - 3TO KPacOuYHbIE, 3aXBATHIBAIOIINE Pa3BJICUCHHS, OOBEAMHSIONINE COTHH
TBICAY YEJIOBEK I10 BceMy MHpYy. WMIpoKHM HCCIEyIOT AAaHHBIM UM MHp, OOIIAIOTCS IpYyr € JOPyrom,
BBIMOJHSIOT 3a/IaHus, CPaXKalOTCS C MOHCTPAMH W MOJYy4YarOT OMBIT. 3a YAOBOJBCTBUE OHM ILIATAT:
MOKYMAaOT AUCK, OIIAYMBAIOT a0OHEMEHT WJIH IPHOOPETaroT KaKie-TO OMLIHU.

Bce atm cpexctBa MIyT Ha TMONAEp)KaHWE W pa3sBUTHE WIPHl, a Takke Ha caMmy Oe30MacHOCTE:
COBEPIICHCTBYIOTCS CHCTEMBbI aBTOPHU3AIMH, BBIMYCKAIOTCS HOBBIC MaTyd (MUGPOBBIE 3amjaTKH Ui

MIPOrpaMM), 3aKpbIBAIOTCS YA3BUMOCTH CEPBEPOB.



B 1o700HBIX UTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXXM TBOETO Mapois, Ha
KOTOPOM OCHOBaHa CUCTeMa aBTOPHU3alKU OOJIBLIIMHCTBA HUIP.

OCHOBHBIE COBETHI 110 O€30IMaCHOCTH TBOETO HTPOBOTO AKKAYHTA!

1. Ecnu apyroit urpok BefeT ceds IIOXO MM co37aeT TeOe HEMpUATHOCTH, 3a0JOKUPYH €ro B CIIUCKE
HUTPOKOB;

2. Ioxanyiicss agMMHUCTpAaTOpaM WIPhl Ha IIJIOXOE IOBEAEHUE ITOr0 MIPOKA, JKENATEJIBHO HMPUIIOKHUTD
KaKHe-TO JOKa3aTeIbCTBA B BUJE CKPUHOB;

3. He ykasbIBaii JInuHy0 HHPOPMAIIUIO B IIPpOQaiiiie Urpkl;

4. YBaxail Jpyrux y4acTHUKOB II0 UIPE;

5. He ycTanaBnuBail HeopHIIHATbHBIC TATYH ¥ MOJIBI;

6. Vcrionb3yii croKHBIE W pa3HbIE MTapOITH;

7. Jlaxe BO BpeMs UIPbl HE CTOMT OTKJIIOYaTh aHTUBUpYC. Iloka Thl Mrpaemib, TBOH KOMIIBIOTEP MOTLYT

3apa3nuThb.

@OUIIMHT WX KpaiKa JUYHBIX TaHHBIX

OOBIYHOM Kpakel JeHeT U JOKYMEHTOB CETOJHS YK€ HHKOTO HE YAWBHUING, HO C Pa3sBUTHEM HHTCPHET-
TEXHOJOTUN 37IO0YMBIINIJICHHUKN NEPEMECTUINCh B UHTEPHET, U MPOJOKAIOT 3aHUMAThCS "THOOMMBIM"
JIEJIOM.

Tax mosBUIacCk HOBas yTpo3a: HHTEPHET-MOILICHHUYECTBA WM (DUILIHT, TIIaBHAS LEJIb KOTOPOTO COCTOUT B
MOJIy4eHUH KOH(pUIEHIHMAIbHBIX JAaHHBIX MOJIb30BaTENEH - JOTHHOB U maposieid. Ha aHrimmickoM s3bike
phishing yutaercs kak gumuHr (0T fishing - ppiOHas 0B, password - maposib).

OCHOBHBIE COBETHI 110 0OPHOE C (HPUIIUHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Ecin ThI HOZ03peBaeIib, 4YTo TBOSI aHKeTa ObliIa B3JIOMaHa, TO HEOOXOIMMO
3a0JI0KHPOBATH €€ U COOONIUThH aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnone3yii 6e30macHbIC BeO-CaliThl, B TOM YUCIIE, UHTEPHET-MAra3uHOB U MOUCKOBBIX CUCTEM;

3. Hcnonp3yi#t clI0oKHBIE U pa3HbIe mapond. Takum oOpa3oM, eciu TeOsl B3IOMAIOT, TO 3JI0YMBIIDICHHIKH
MOJy4aT IOCTYH TOJIBKO K OJJHOMY TBOEMY MPOGHIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3710Manu, TO HEOOXOAUMO NMPEIYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIC 100ABICHBI y TEOs
B JIPY3BsIX, O TOM, 9TO TeOs B3IIOMAJIH U, BO3MOXHO, OT TBOCTO HMEHHU OyNIET pacChUIaThCS CIaM U CCHIIKH
Ha (HUIIUHTOBBIC CANUTHI;

5. YcranoBu HaaexkHbIN maponb (PIN) Ha MoOWIbHEIH TenedoH;

6. OTKIIFOUN COXpaHEeHHE Tapoiis B Opaysepe;

7. He oTkpbIBaii (ails! 1 Apyrue BIOXKEHHUS B MMChMax, JaXe €CIIM OHU NMPHIIUIH OT TBOUX Apy3eil. Jlyure

YTOYHH Y HUX, OTIIPABIISUT JI OHU Te0e 3TU (aiiiibl.

Mudposas penmyranus

udposas pemyTarius - 3To HeraTUBHAS WM TTO3UTHBHAS HH(opManus B ceT o Tebe. KommpomeTnpyromas
uH(pOpMAIWs, pa3MelIeHHas B UHTEPHETE, MOXKET CEPbe3HBIM 00pa3oM OTPa3UTHCS HA TBOCH peaslbHOM
xu3Hu. "lludpoBas penyramus" - 370 TBOW WMHIDK, KOTOPBIH (GopmupyeTcs u3 mHDopManuu o Tebe B
WHTEPHETE.

TBOe MECTO KHTENBCTBA, YUeObl, TBOC (DMHAHCOBOE MOJOKEHHE, OCOOCHHOCTH XapaKTepa U PaccKasbl O

ONM3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.



MHorre noJApOCTKH JIETKOMBICICHHO OTHOCSITCS K IMyOnuKaiuu JImaHoi uH(opmanuu B MHTepHeTe, He
MIOHMMasi BO3MOXHBIX TocieAcTBHH. ThI fake HE CMOXEIIb AOrajaTteCsi O TOM, 4To ¢ororpadus,
pa3MeIeHHas 5 JIeT Ha3a, cTala IPHYMHON OTKa3a IMPHUHATE Tebs Ha padoTy.

KommeHnTapuu, pazMereHue TBoux Gororpaduii u apyrue AeiicTBUS MOT'YT HE HCUE3HYTh Jaxe Mocie TOro,
Kak Thl MX yAaJumb. Thl He 3Haellb, KTO COXPAHWII 3Ty WH(OPMAIHIO, MOMajla JIH OHAa B ITOUCKOBBIE
CHCTEMBI I COXPAHMIIACH JIM OHA, a TTIABHOE: YTO MOAYMAIOT O TeOe OKPY KaIOIHe JTIOAN, KOTOPBIE HAHIYT
U yBUJAT 3T0. HaliTi MH(pOpMAIUI0 MHOTO JIET CITYCTSI CMOXKET JII000H - Kak U3 JOOphIX MOOYXKJICHUH, Tak
U C HAMEPEHHEM NIPUINHATH BPe. DTO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3alUTE HU(PPOBOI peryTaruu:

1. ITomymait, mpexx/ie 9eM 4To-To MyOJIMKOBATh U NepesiaBath y ce0st B O10re WIIM B COIMANIBHON CETH;

2. B Hactpoiikax mpo¢uis yCTaHOBH OTPaHMYCHUS HAa MPOCMOTP TBOETO MPOGUIA M €ro COAEPKIMOro,
cenail ero ToabKo "mist apysein”;

3. He pa3mMemaii u He yKka3pIBail HHPOPMAIIHIO, KOTOPAs MOJKET KOTO-THO0 OCKOPOIIATE MITH OOMKATE.

ABTOpCKOE IPaBo

CoBpeMeHHBIC IIKONBHUKH - aKTHBHBIC ITOJIB30BaTENH IIH(PPOBOro mpocTpancTBa. OJHAKO JaJeKO HE BCE
3HAIOT, YTO MOJNb30BAaHUE MHOTUMH BO3MOXKHOCTSIMH IU(POBOr0 MUpa TpeOyeT COOMIOAEHUS MpaB Ha
MHTEJJIEKTYalIbHYI0 COOCTBEHHOCTb.

TepMmuH "HHTEIICKTYaJIbHAsT COOCTBEHHOCTE" OTHOCHUTCSI K Pa3lUYHBIM TBOPEHHSM YEJIOBEUYECKOTO yMa,
HayuHasl ¢ HOBBIX M300peTeHUIl M 3HAKOB, 00O3HAYAOIUX COOCTBEHHOCTh HAa MPOLYKTBl U YCIYTH, U
3aKaHYMBasl KHUTaMH, pororpadusaMu, KHHOGUIEMaMU U My3bIKaJIbHBIMU [TPON3BEICHUSMH.

ABTOpCKUE IIPaBa - 3TO IPaBa Ha HHTEVICKTYaIbHYI0 COOCTBEHHOCTh Ha TPOM3BEICHUS HAYKH, TUTEPATYPHI
U HCKyccTBAa.  ABTOpCKME  TpaBa  BBICTYHNAlOT B KayecTBE  TIapaHTMM  TOro,  4TO
MHTEJUICKTYalbHBIM/TBOPUECKIH TpyX aBTopa He OyZeT HampacHBIM, IacT €My CIIPaBeUIUBBIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ynbTaTax CBOETO TPYAa, MOMYIUTh U3BECTHOCTD U Npu3HaHue. Hukro 6e3
paspelleHUsl aBTOpa HE MOXKET BOCIPOM3BOJAMTH €ro IMPOU3BEAEHHE, PACHPOCTPAHSTh, MyOIMYHO
JICMOHCTPHUPOBATh, IpOAaBaTh, WMIOPTUPOBAaTh, IycKaTh B MpOKaT, MyONWYHO HCIIOJNHSTS,
MIOKa3bIBATh/UCIIONHATD B pupe UK pa3memiats B HTepHEeTe.

Hcnonp3oBanue "muparckoro”" MporpaMMHOTO OOCCHEYCHHS MOXKET NMPUBECTH K MHOTHM PHUCKaM: OT
MOTEpH JTAHHBIX K TBOMM aKKayHTaM JI0 OJOKHMPOBKH TBOETO YCTPOICTBa, I7ie yCTAaHOBJIEHA HEJerajabHas
nporpaMma. He cTOUT Taxke 3a0bIBaTh, UTO CYILECTBYIOT JIETAlIbHbIE U OECILUIATHBIE IPOrPaMMBbI, KOTOPbIE

MO>KHO HAaWTH B CETH.
O nopraJje
CereBUYOK.p¢) - TBOUM TTABHBIM COBETYMK B CETH. 3JI€Ch Thl MOXKEIb Y3HAaTh O OE30MaCHOCTH B CETH

TNOHATHBIM U JOCTYIIHBIM SA3BIKOM, a ITPAU BO3BHUKHOBCHHU U KpHTPI'-IeCKOfI CUTyallun O6paTI/ITLC}I 3a COBCTOM.

A TaKKe NMPUHATH yJacTHe B KOHKYPCax M CTaTh CaMBIM U(PPOBHIM I'pakJaHUHOM!



